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Decision/action requested

This paper provides information on and needs for a new SID on network slicing security.
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3
Rationale

3.1


SA2 study on phase 2 network slicing
In June 2019, SA2 started a phase 2 study on network slicing “Feasibility Study on Enhancement of Network Slicing Phase 2” [1]. This study was initiated in response to the request from GSMA to define Generic Slice Template (GST) [2] and make necessary changes to support standardize performance bounds or system parameters. 

As of June 2020, SA2 has studied 8 key issues focusing on the maximum number of supported UEs of a network slice, the maximum supported PDU sessions of a network slice, limitation of the maximum UL or DL data rate per slice per UE, constraints on simultaneous use of network slice, event notification, dynamic adjustments, support of 5GC assisted cell selection to access network slice, and the area of network slice service. Numerous solutions, 31 to be specific, have been included in the draft study report [3].
Observation 1: Security related GST parameters are not identified. 
Observation 2:  These solutions involve enhanced 5G procedures and features where the security aspects or potential security risks need to be studied by SA3.  Security procedures, e.g. slice authentication, need to be factored in when considering performance and resource consumption. 
3.2


Slice isolation with AMF re-allocation 

AMF re-allocation is required when an initial AMF is unable to serve the UE. In R15 and R16, there are two approaches to perform AMF re-allocation: 1) direct transmission of UE security context from source AMF to target AMF over the N14 AMF-to-AMF interface or 2) re-direct UE’s registration request from source AMF to target AMF via RAN. 
However, there are constraints with both approaches above. 1) Direct security context transfer between two AMFs is in conflict with security requirements in scenarios where two AMFs are serving two slices separately with strict isolation requirements and no N14 interface is utilized/expected between the initial AMF and Target AMF, e.g. mutually exclusive slices. In other words, the security context of one AMF (serving Slice A) cannot be transferred directly to another AMF (serving mutually exclusive Slice B). 2) Re-registration via RAN works only before security is activated.
Observation 3:  During R16, this issue has been discussed extensively within SA3 and involved SA2 as well. There is a consensus to address this issue in R17. 
3.3


RAN Status

[image: image1.emf]In December 2019, a new study on network slicing in RAN has been approved, i.e. “Study on enhancement of RAN Slicing” [4].  RAN2 and RAN3 will be involved with the following objectives [4-5]:
1. Study mechanisms to enable UE fast access to the cell supporting the intended slice, including [RAN2]

a. Slice based cell reselection under network control
b. Slice based RACH configuration or access barring
2. Study necessity and mechanisms to support service continuity, including [RAN3]

a. For intra-RAT handover service interruption, e.g. target gNB doesn’t support the UE’s ongoing slice, study slice re-mapping, fallback, and data forwarding procedures. 
Observation 4:  It is expected that slice information, e.g. certain newly introduced ID, will be exchanged between UE and RAN in order to provide “fast access”. The potential security threats or privacy concerns should be assessed. 
4
Detailed proposal

Proposal: Based on the observations above, it is proposed to initiate an SA3 study on the enhanced network slicing security in R17. 
